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Key points

« Threat landscape

e Top threat payloads of 2018

e Tools you need to defend

« Evolving philosophy on security preparedness and investment
* Cloud services implications
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What payloads do

deliver in 20187
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Defense in Depth
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Network Edge
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Network Interior
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Rogue Actor Detection

PC Server
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Multifactor Authentication Security Awareness Training




Server and Workstations

Event Log Process Anti- Anti-
Monitoring Journaling Ransomware Malware



: i = AVG
avast! /‘7‘\ ‘

Y McAfee

Bitd efender* j

Symantec.

KAS PE RS KYS F-Secu reg




Server and Workstations
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Security Awareness Training
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How It all comes
together:
3 Prevention Stories



Vector: Emall
Goal: Credential Theft



Vector: Web
Payload: Ransomware



Vector: USB
Goal: Data Theft



Evolving Security Philosophy

nvestment Mentality



October 2016:

Attack on
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Attack Name:
Attack Type:

PayPal
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4 Security Truths

Attack is easier than defense

There are new vulnerabilities
in the interconnections

The Internet empowers
attackers

The economics don’t trickle
down

Complexity is the worst enemy of security
Attackers have the advantage

e We keep finding new vulnerabilities as we continue connecting
everything to everything else

e |tis the most powerful efficiency enabler
Attacks can scale

Microsoft/Google/Apple work hard at security
e Vendors of DVR’s/IP cameras/printers/consumer devices do not
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Philosophy
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Product Adoption Curve

Pragmatists
Visionaries Conservatives
Tech Enthusiasts
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Cloud shift

User
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Pizza as a Service

Traditional
On-Premises
(On Prem)

Dining Table
Electric | Gas

Pizza Dough
Tomato Sauce

Toppings
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Infrastructure
as a Service
(1aa$)

Dining Table
Electric | Gas

Platform
as a Service
(Paas$)

Dining Table

’ Made at 3
home

Take & Bake

Pizza
Delivered

@ You Manage [@ Vendor Manages

http://blogs.technet.com/b/dagengaechive (2644/08/06 fpinraraseawservice.aspx



http://blogs.technet.com/b/daven/archive/2014/08/05/pizza-as-a-service.aspx

4 Cloud Truths

Cloud does not have a
lower price tag

e The value is in the strategic agility

Spending moves to

OPEX e Cloud services are subscriptions

There is no path you

are supposed to follow * Ignore the hype

Cloud choices follow

strategic decisions e Corporate strategy first, then IT strategy
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Cloud Destinations

On-Prem Colo laaS PaaS SaaS

ﬁ

* Universal apps
* RecentLOB apps

CAPEX ﬁ OPEX

* Legacy LOB apps




How to win?

ot

Partnership between CFO and ~CTO






